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Executive Summary

On Monday, June 5, 2006, | attended a training sessioadsesseur§oll
watchers) of the world-wide Internet election for thesemli#te des Francais
de I'étranger This Assemt#tewill in turn elect 12 members of the French
Senate, so the legitimacy of this election is important ¢uenitizens residing
in France. | observed many things about the process of ticéaiehat will
make it impossible for thassesseur® certify with any confidence that the
election is conducted accurately and without fraud.

In a normal French polling pladgureau de votethere are many safe-
guards, and every safeguard is there because in the pdsouivthe safe-
guard, there was cheating in elections. Many countriesrardue world—
not just France—have experienced cheating in electiomsireany countries
have very similar safeguards. Therefore, it is importaat the(assesseurs)
can see with their own eyes that the ballot Haxne) is empty at the be-
ginning of the day—because there was ballot-box stuffinpénpgast. They
can see with their own eyes that the voter enters the votimght@soloir)
alone—because in the past there was vote-selling and coestioters. The
assesseursan see that the voter deposits just one ballot in the badetkin
fact, the ballot box is even transparent to make it easierdoitor—because
in the past there was cheating. Tassesseursan hear that no one except
a voter deposits a ballot, because a bell rings every timsltités opened.
They can see that the votes are counted accurately at thef ¢nd day—
votes are counted in public because there was cheatingragieer-and what
is counted are physical paper ballots that everyone carrstatel and every-
one can see. Therefore, when the poll workers asgksseurseport results
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at the end of the day, these results are accepted as legitineatiuse ev-
eryone can see and understand every part of the processe @areemany
safeguards in this process, every safeguard is there lewvatut it there
was cheating in the past, and every safeguard is one in whe&hssesseur
participates directly.

In contrast, the process of an Internet election—this he&eelection for
the Asseml#ie—has no safeguards that thesesseursan assess directly.
The election is conducted on machines built by EADS and dpétay Expe-
rian in a room in Aix-en-Provence, and monitored remotelyHassesseurs
in a room in Paris. From Paris tlassesseursee a video image, purportedly
from a camera in Aix, showing aumrne—but not a physicalirne but a room
full of computers. They see also a web browser in Paris ptirgpto show
data from the computers in Aix: the number of votes alreadh@wvirtual
urnedatabase, the number of voters who are registered, the mahbeters
who have already voted.

Computers can be programmed to simulate almost any phermomeén
computer program can conduct an accurate election or aftanidone. Ev-
ery ballot cast on the Internet is received and processeddoyrguter pro-
gram on a web server in Aixlt is very easy to write a computer pro-
gram that will receive a voter’s ballot for candidate A and deposit in the
urne a vote for candidate B.The assesseursave no way of knowing what
program is installed on the computers in Aix that run the ti&ec because
EADS guards that program as a trade secret and will not shtawtlite as-
sesseursEven if EADS showed them the program, #Esesseurkave no
way of knowing whether the program showed to them is the samelat is
installed on the computers in Aix.

In 2003 the U.S. military commissioned the development ofré@rnet
voting system to allow soldiers away from home to vote in td8£2Presi-
dential election. Before the election, the military asskdta commission
of experts to assess the system before using it. These sxpeduced a
report, the “SERVE Report” (www.servesecurityreport)agncluding that
there are too many problems with Internet voting—in patécithe vulner-
ability of client machines to vote-hijacking by virusese thulnerability of
server machines to hacking, and the general impossibilitthie assessors of
the election to know what the software is doing. On the basisedSERVE
report, the United States decided to abandon Internetgotits an expert
in computer security and in voting technology, | believet this was a wise
decision.

When the election concludes on June 18, 2006, the FrencHepangd
the assesseurthat represent them will have no way to be confident that the
election was conducted accurately and without fraud. h&teelections are
not possible to conduct in a way that ensures legitimacy.




Introduction

On Monday, June 5, 2006, | attended a training session irs Rarihe French
ministry of foreign affairs, quite close to the Arc de Triohg The purpose of
the meeting was to train the officialssesseursf the centralbureau de votef
an election conducted by Internet. Between June 6 and Jurleel&itizens of
France living abroad (in Europe, Asia, and the Middle East)wting for their
representativegconseillers)to an Assembly of 155. Representatives from Africa
and the Americas were elected in 2003 and will be again in 2009

The Assembly represents the interests of French citizemsdlio the French
government, and it also elects 12 senators to the FrencheSeshéch has power
over the laws and government of France.

How normal elections work in France

As in most democracies, France has specific laws governingpération of polling
places pureaux de vofe There areassesseur@vhich in different American states
would be called pollworkers or election judges) who are pdally present at the
polling place during the entire election day and superViseslection to make sure
that it is conducted lawfully with no cheating.

Most French elections are conducted with paper ballots.ikgnh the U.S.,
where voters mark a single preprinted ballot form with a deRecench voters are
given a choice of several preprinted ballot forms, one meghéy each political
party. The voter takes at least two of these into the votingttbdsoloir), puts
just one into the official envelope, exits the voting bootig deposits the envelope
containing the ballotiulletin) into the ballot box ¢rne). The French wordirne
is derived from the Latimrna“jar, vessel.” The Romans voted by dropping small
balls into earthen vessels. Now in France tineeis a lockable box with a slot on
the top.

The voter makes no pencil marks on the ballot, and in fact aol snarks will,
by law, cause the ballot to be invalid. This may surprise areican voter: How
can the French voter vote for President, Representativet&e Mayor, Governor,
Sheriff, and Dogcatcher all at once with this system? Buhé&gadoes not have a
Federal system the way the U.S. does, and they vote only fothing at a time:
there is one election for President, a different electiorP@arliament, and another
election for city council. When there’s only one race on thédh, the method of
selecting one paper from one of the several piles of pregtibtllots works just
fine.

Pencil marks on a ballot could be used by a voter to identifiydeif, proving
to a (hypothetically) corrupt local political boss how hdea. Presumably, France
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(like the U.S.) had problems in its history with vote-buyiaigd coercion, and has
instituted procedures to prevent this: the secret ballbere no one else can see
how you voted and you can'’t even prove to them how you voted éy®u wanted
to.

As in any well-conducted election with paper ballots, Hwsesseursvatch
the ballot box all day to make sure nobody puts any ballots hiemwthey’re not
supposed to. At the beginning of the day they verify that thilobbox is empty.
In most countries this is done by opening up the ballot bokirbErance the ballot
box is transparent! This example of transparency in elegbmcedures is very
striking: the assesseurs can monitor the contents of thet baix from beginning
to end. Clearly this is in reponse to the fact that France lile U.S.) must have had
problems in the past with ballot-box stuffing and other samfbrms of cheating.
(Americans may wonder, “but can’t the election judges seatwimarked on the
ballots in a transparent ballot box?” but remember, thervotgs his ballot in an
envelope before depositing it.)

At the end of an election day, the votes are counted. Thisne dhy citizens
in full view of the assesseursvho are representatives of the political parties. A
colleague of mine in France (this year | am a visiting sc&ati INRIA, the French
national computer-science research lab) says that one tumen he was voting
late in the day, he was invited to stay and help count the vathe ballot box is
opened up and its contents dumped onto the table, the egtop opened up one
by one, and the ballots are counted. Those elections areteasyunt by hand,
too, since there’s only one race on the ballot. | would nhobmemend this method
for an American election with many races on the ballot—I énadi that optical-
scan paper ballots with hand recounts of randomly seleatetnxts are the best
method there—but when there’s only one race to count it caik uoe.



This counting of the votes with representatives presemh fadl the parties is
just like the way that hand recounts are done in the U.S. l€mance (like the
U.S.) in the past had problems with corruption in the votartimg.

Unlike the U.S., France does not permit absentee baNote (par correspon-
danceg in a normal election. Apparently in the past absentee tsalvere associated
with problems with cheating (or vote-selling, or coercion)

At the end of the election day, tressesseurarrite and sign groces-verbal
that is, a written statement of the results of the electiathigtbureau de votend
of their personal observation whether or not the electios e@nducted without
fraud and according to procedure.

| have gone into this long digression about the method by kvh@mal elec-
tions are conducted in France just to illustrate that Frdagh has very many
specific rules about how paper-ballot elections are cordiuand exactly how as-
sesseurs must do their job. But the meeting | attended Moma@ayfor theas-
sesseursf an election conducted by Internet to learn how to do thadisj As you
might imagine, the procedures are a bit different.

Internet vote for the AssembEke

There are over 500,000 eligible voters in this election.hen 2006 election of the
Asseml#le each citizen is given the option to vote in person at a Frencisulate
abroad, or by physical mail, or by Internet. As of June 6, al#8)000 voters
had chosen to vote by Internet, which is about one-third eftilpical turnout
for the election. Each country or region of the world has it @gepresentatives;
for example, French voters from the Scandinavian countvié€hoose one from
several slates of candidates specific to that set of cosntrie

As in any election, the job of thassesseuris to supervise the election and
to make sure, with their own eyes, that each voter is legitmaach legitimate
voter has the opportunity to vote, that each voter deposigsvote—and no more
than one—in the ballot box, that the ballot box is empty athibginning of the
election, that there is no tampering with the ballot box dgrithe election, and
that the contents of the ballot box are accurately countéteagnd of the election.
On June 5, the day before the election started, there waggaession for the
assesseursThe instructors at this session were three engineers fralD3; the
company that produced the software and built the systemrtahe election, and
one from Experian, the company contracted to actually raretaction. EADS is a
large European military and aerospace manufacturer; Eper an “information
solutions” subsidiary of a large British company.

| attended the training session as an observer, not in argjabffiapacity. At
the training session several things were explained: Howrgdtad already regis-



tered for Internet voting; how voters would interact witle thystem; the general
architecture of the installation at Aix-en-Provence (ia south of France); and the
user interface by which thassesseuri Paris could monitor the election taking
place on the installation at Aix. In fact, the primary purpad the meeting was to
explain the user interface, on a series of PowerPoint slides

As it was explained to us, before the election each votetsvisiweb site to
download a Java applet that will be the user-interface ftingo At this time, the
compatibility of the user’s machine, operating system, davh virtual machine
is tested. The user may be advised to download the Javalvinazhine, or may
be advised that his or her system is not compatible and thahbield either find
another computer to vote on or revert to one of the other twihaus (in person or
by physical mail) to vote.

A Java applet is used, instead of just ordinary HTTP, so theivbte can be
encrypted and then signed before it is sent over an SHTTehaBncrypting the
ballot and signing it on the client machine is supposed tamrthe secrecy and au-
thenticity of the ballot. | will explain below why it is not psible for theassesseurs
to assess whether the Java applet actually provides seamd@uthenticity.

The Java applet running on the voter's computer transmététlot to a web
server running in Aix-en-Provence. There are several senfess running in par-
allel, all in the same secure room. Also in that room are a egerpvith a database
of the list of eligible voters (th&iste computer), another computer with a database
containing the votes already cast (dene computer), and a third computer con-
taining software to manage the election and perform quenehe two databases
(the Supervisiorcomputer).

In a room 760 kilometers away, in a building of thdinistere des Affaires
Etrangeresin very nice neighborhood of Paris, are several more mashifi@is
is the room used by thassesseurs One of these machines is connected by a
VPN (virtual private network) to the Supervision machineii®, and thus all the
PCs in this room in Paris are networked (with various roude firewalls) to the
machines in Aix.

The training session took place in the same room thaatsesseursould
actually use, so | could see for myself the machines and sabl®aris. | did
not see the room in Aix, but | was told about it by the engindem) EADS and
Experian. There were about eigldsesseurat the training session on Monday;
most of them did not seem to be experts in technology. Theg wwited to visit
the room in Aix but it was pretty clear that none of them wasgdp do so.

There is a browser-based user interface, running on Mittrbgernet Explorer
on the PCs in Paris, purporting to show data transmitted filoenSupervision
machine in Aix. | write “purporting” because, as tagsesseurand | sit in a room
in Paris, it's impossible for us to know what is the sourcenef humbers displayed
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on the screen. All we have is the assurances of the four emgimanning the
training session.

Just as | have no way to be sure that the data comes from ABrevence, |
have no basis to suspect that it dows come from Aix. | will continue to write
“purport” to indicate that “this is what we were told.”

Since theassesseurare required to sign proces-verbalstating that they saw
the empty ballot-box, one of the screens available throbghuser interface pur-
ports to show the number of ballots recorded intthire database. At the beginning
of the election period, thassesseurare supposed to verify that the ballot box is
empty; thus they are interested in seeing that this scre#medhterface reports 0
votes in theUrne. There is also a video camera purporting to show the roomin Ai
on a screen in Paris, because one of the thingageesseurare required to verify
is, “who has access to the ballot-box?”

The purpose of several other screens on the web browseinisdace was
explained to us. Thassesseurtave the opportunity to query the database of
eligible voters, to see which voters have voted and whicle lrat, to see which
voters are planning to vote by Internet. They can also sefotheat of the ballots
presented to the voters in each voting district (each cgwntregion).

There is also a screen call&lpervisiornthat can “check the sound progres-
sion of the election{contrdler le bon @&roulement de €lection) Apparently this
includes consistency checks on ttiste database, consistency checks onliinee
database, coherence between the list of voters who havalfgrpresented their
votes(émargementand the number of votes in thérne, and so on. This screen,
like the others, purports to show the operation of computegimams in Aix.

It seems “obvious” that the web-server computer in Aix hagalb of “opening
the envelopes” and “depositing the votes in thme database.” Computers do
whatever they are programmed to do: a computer programewiity an employee
of EADS and running on the web-server computer, has the jateofypting the
messages received from voters’ machines and, in turn rittivey messages to the
Urnecomputer. The message transmitted toldinee may or may not correspond to
the vote received from the voter—it depends on how the progsawritten. Does
this program do an accurate and faithful job of interprethgyballots? One cannot
tell just by running tests before the election, becauseed'sy to write computer
programs that behave one way before the 12th of June andeaivedly after.

One might think that examining the computer program wouldigeful in as-
suring that it accurately interprets the votes. Butdlssesseurare not given the
opportunity to examine these computer programs, on thengiothat they are trade
secrets. Even if they could examine the programs, it can tverarly difficult to
understand what a computer program does under any possitilenstance: in
particular, whether it contains inadvertant bugs or detiteefraud that will alter
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the votes received over the Internet from the Java appletimgnon the voters’
computers.

Even if theassesseursould examine the programs and understand them, it is
extremely difficult to know whether that is the program atifueunning on the
Urne computer. If you have a computer sitting right in front of ygou can ask
it to print out the programs installed its hard drive—but yeme asking a com-
puter program installed on the machine to read the hard,dxivé you don’t know
whether that computer program is telling the truth. You cparoup the machine
and remove the hard drive, to read it from another computgrytbu trust—that
way you know what'’s on the hard drive, but you don’t know wiegetthe software
in the BIOS of the computer (which is elsewhere in the box ti@hard drive) is
actually running the program from the hard drive, or is ragnanother program
entirely. And needless to say, thesesseurare not invited to come to Aix with a
screwdriver and dismount the hard drive of thene computer to examine it.

All the same is true for the Java applet running on the votagghine. The
assesseurgere not shown the source code to this program. d$sesseurbave
no direct way of knowing that this program actually runs oa toter’'s machine.
In fact, even the engineers at EADS and Experian don’t knoati&unning on
the voter's machine. At most they can know what Java progsaseiit to the voter.
But they cannot know whether the Java Virtual Machine (theamater program
in the voter’s browser that interprets the Java programdiisupted by a computer
virus. Any security holes in the voter’s operating systerweb browser—that is,
any viruses and spyware that may have infected the voterchima—can alter the
behavior of the Java applet. This would mean that the voteitdv&ee on his or her
screen that the boxes are checked for a particular slatendfaates, but the actual
vote sent could be quite different.

The assesseursannot see the voter enter &oloir (voting booth) because
there is noisoloir. In fact, the voter can easily sell his vote—or be coerced—
because another person can see him perform the act of voting.

In fact, in 2003 the U.S. military commissioned the develepimof an In-
ternet voting system, the “Secure Electronic Registragind Voting Experiment
(SERVE),” to allow U.S. soldiers away from their home statesote in the 2004
Presidential election. Before the election, the militasgembled a commission
of experts to assess the system before using it. These sxpeduced a report,
the “SERVE Report” (www.servesecurityreport.org) conlihg that there are too
many problems with Internet voting—in particular, the erability of client ma-
chines to vote-hijacking by viruses, the vulnerability ef&er machines, and the
general impossibility for the assessors of the electiomtmkwhat the software is
doing. On the basis of the SERVE report, the U.S. militaryidied to abandon In-
ternet voting, and did not use the SERVE system in the 200gidenetial election.
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As an expert in computer security and in voting technolodpglieve that this was
a wise decision.

Cultured French people understand the difference betwsmthing and the
image of the thing, as demonstrated by the famous paintinhéelgian artiste
René MagritteThe Treachery of Image#t is a realistic painting of a tobacco pipe,
with the words in script on the canvaSeci n’est pas une pipghis is not a pipe).
The representation of the thing is not the thing—or perhapmbant, the names
we choose for things are arbitrary.

Theassesseursf a normal French election see a physical ballot-box wigirth
own eyes. They can touch it with their own hands to make sigr@dt a mirage.
They can see and hear each voter approach the ballot box posidene envelope.
The picture of a Frenchrnethat | have displayed is, | am told, what the ballot-box
really looks like. But the picture is not the thing.

When theassesseursf theElection des Conseillei&’Assembke des Francais
de 'Etrangersee a computer screen in Paris saying “0 votes in the basbot-they
are not seeing a ballot-box. They are seeing a represamtatiParis, that purports
to be a communication from a Supervision machine in Aix, hatports in turn
to be connected to adrne machine in Aix, that purports in turn to be running
certain software. Thassesseurdo not even see a representation or image of that
software, since it is held as a trade secret. @ksesseurdo not see the voter
approach the ballot box; in fact, there is no particular wakrnow that the vote
recorded by the voter is actually transmitted to the webesdrv Aix, or that the
web server in Aix accurately transmits the vote to thee.

The clear consensus of computer-science experts arounwioitie who have
studied these issues is that Internet elections cannotbtett, for all the reasons
that | have explained: the voters and political parties caandit the operation of
the software and hardware that serves as thebrgabu de voteTherefore it is not
clear to me how thassesseursan sign anything but a surrealist image of a true
proces-verbal



